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Fighting the Good Fight



Our job is protecting your network
Talos is the threat intelligence group at Cisco. We are here to fight the good fight —

we work to keep our customers, and users at large, safe from malicious actors.

Engineering
& Development

Strategic Comms

Community

Vulnerability 
Research 

& Discovery 

Detection Research

Threat Intelligence 
& Interdiction

Incident Response



625B
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per day
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Talos tracks numerous threats
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Cyber attacks in 
Ukraine
Seven plus months into the invasion



NotPetya: The Costliest Cyber Attack in History
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A refresher of cyber attacks in Ukraine

February 2014

Russia invades 
Ukraine, taking the 
Crimea Peninsula 
and Donbas region

December 2016

Industroyer attack 
disrupts power again

December 2015

Russia launches cyber 
attack, Black Energy 2, 
disrupting power 

2017 NotPetya

Supply Chain attack 
– costliest attack in 
history

April 2022
Industroyer2 

attempts to disrupt 
power

February 2022

Russia invades 
Ukraine. Talos forms 
Task Force SU to 
assist defenders in 
UA

Feb-June 2022

WhisperGate, BGP 
hijack, Caddy Wiper  
,Viasat, etc

June-OCT 2022
Pivot to deeper 
espionage and 
supply chain 
disruption



What’s new?
• Objectives have shifted -

rebuilding infrastructure for new 
attacks

• Evidence that additional supply 
chain-based attacks are being 
planned

• Strong pivot into espionage –
Baltic states, and Eastern Europe, 
along with other NATO countries

• Adversary OPTEMPO remains 
strong



Supply Chain and 
GoMet in Ukraine
• Targeted a massive supplier in 

Ukraine

• Absolute viability in unconnected 
systems

• Few, if any, look for or know about 
it

• Sounds a little familiar….



Cobalt Strike Beacon 
Chain?

(GoMet is better I think)

https://blog.talosintelligence.com/2022/07/attackers-target-ukraine-using-gomet.html



Super slick persistence

• Old tactic with a twist

• Task PE replacement!

• Good ‘ol MITRE ATT&CK T053 



Like COM hijacking
(but simpler)



Talos continues to support Ukraine cyber

1.25” 
blue 
icon

1.25” 
orange 

icon

• Over 30 critical industries being actively monitored

• 22,000+ endpoints being actively monitored

• Actively monitoring new behaviors and tactics 
Russian APT’s are utilizing real time

• Over 650 threat hunters across Cisco supporting 
Ukraine 

• Active collaboration with threat hunters and incident 
response teams in Ukrainian private and public 
industry

Additional threat hunters added Deep telemetry into Ukraine cyber space



Nothing we have seen in Ukraine changes our 
recommendations

Everything that you know you're supposed to 
be doing is what you should do

You know where you have "accepted risk"
• Revisit that decision
• Harden that environment
• Isolate and monitor aggressively

Focus intelligence activities to understand 
current Russian and unattributed activities 
and react quickly

What can 
you do?



Understanding 
ransomware & 
Russia & you
Financial crimes and geopolitics



A preface on cartels



Russia and the Cartels 



Example: Conti Cartel 
(RIP) 



Admin Access for Sale



2022: Data Exfiltration



Blackbyte



Example



Case Study: 
Gamaredon



Who is Gamaredon?



Sophisticated APT? 
Well. Kinda.
• Very capable

• Also very loud

• Suggestive of tradecraft that is 
effective but inelegant. 

• Yeah, it’s kinda weird 

• Pre-War: Unfocused. 

• War: Ukraine



What do we take 
away from this?
Tactics, strategy, resilience 



Knowledge is power



Strategic: MFA Fatigue



Tactical: Embrace Verified Push



Strategic: War is hell



Tactical: Visibility has 
saved pain in Ukraine

The fundamentals are CRITICAL

• Asset & Inventory

• Monitoring

• Baselines

• Segmentation



Prevention is where 
you start ……
• …resiliency is where you want to 

be

• Visibility, monitoring, and your 
security fundamentals are 
incredibly important

• Again – fundamentals. It’s a 
journey, not a destination. 

• Learn to bend but not break



Train. Learn.
• “Everyone has a plan until they get 

punched in the mouth.” – Mike Tyson

• Know your risk appetite. 

• Understand cyber insurance!

• Be proactive – train hard! Use 3rd party 
evals

• Intelligence on demand!
• Tabletop Exercise!
• Threat hunts!
• Playbooks! 



@talossecurityblog.talosintelligence.com
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